Section Goal & Context

1. Motivations

Les travaux de recherche et les déploiements de grilles ont abouti à un relatif consensus sur quelques grandes fonctionnalités et concepts au niveau du basic middleware : structuration en organisations Virtuelles, masquage de la localité par réplicas, système de fichier global, scheduling réparti et orienté par les données. 

Data intensive applications require advanced tools in order to reap the full benefit of the grid. These tools are of two classes: software related to information access on one hand, and data analysis on the other hand. 

La complexité des applications réelles impose de définir, entre les applications elle-même  et le basic middleware, un niveau de services intermédiaires, autour de la problématique opérationnelle de l’accès aux données. Deux objectifs sont critiques de ce point de vue : performances à vraiment grande échelle d’une part, et pour certaines applications au moins, la sécurité et la confidentialité. The design of tools in this area has significant intersections with many fundamental research areas, which are themselves interrelated.

D’autre part, la problématique scientifique au niveau de l’analyse des données des applications (physique, géophysique, biomédical), et aussi pour l’interprétation des données de fonctionnement de la grille, se transcrit au niveau informatique vers les problématiques de fouille de données et d’apprentissage statistique.

Le lien entre la problématique scientifique et la problématique opérationnelle se situe au niveau de la l'utilisation de méta-données pour la représentation, l'interprétation et la formalisation du contenu des données. 
L’infrastructure de la grille elle-même relève de la même problématique. Une grille de calcul et de stockage combine un ensemble de composants, réseaux, processeurs et accès aux données, qui sont des systèmes complexes au sens technique du terme. La très grande taille d'un tel système distribué s’oppose à une modélisation purement analytique ; sa topologie et son état à un instant donné ne peuvent être qu’approximés ; son utilisation en production conduit à l’apparition de conditions de charge non contrôlées et parfois imprévues. La grille constitue elle-même un objet d’étude en tant que phénomène, certes artificiel, mais dont les lois de comportement ne sont pas connues, avec deux objectifs, respectivement à court et moyen terme. 

· En gestion de production, en particulier du point de vue de la détection/récupération des erreurs, et plus généralement de l’étude de la dynamique de l’usage des ressources.

· En conception, en vue d’une modélisation qui fournisse des hypothèses réalistes pour l’étude des systèmes distribués à très grande échelle, la recherche de politiques optimales et l’algorithmique applicative sur ces systèmes. 

Les nombreux travaux en informatique fondamentale, en particulier dans le domaine des BD, MS et de la fouille de données ont développé des méthodes, des algorithmes et des environnements largement validés au niveau scientifique ; cependant, le fossé entre ces travaux et leur adoption dans la pratique des utilisateurs scientifiques reste significatif. 

Si la France dispose grâce à Grid5000 et des dispositifs d'émulation tels que Grid Explorer d'un outil d'expérimentation pour les problèmes de grande taille posés par les grilles, elle ne dispose pas d'éléments représentatifs fiables sur leur comportement in vivo, face à la complexité introduite par la souplesse des très grandes grilles en production comme EGEE, et la prise en charge d'applications traitant des volumes hors échelle de ce qui se faisait jusque là en terme de volumétrie et de diversité. To give some idea of this complexity, in EGEE:

· about 30 VOs (virtual organisations of a community of users and resources) access 30 Resource Brokers launching jobs sharing computing elements (in general clusters) from more of one hundred computing centres around the world through network branches provided by NRENs and international links

· High Energy Phisics experiences produce 4*40 millions events each second (15 PB/year) and their 109 files/year must be taken in charge through four levels of computing centers... and 6000 physicists that want an immediate access to analyse ad visualise these data very often at the same time!

· some biochirurgical applications have demonstrated their capability on EGEE to manipulate in real time 3D images of human bodies (slices from 20 KB to 400 MB) with surgery tools penetration and will be put at disposal of hospitals 

· data for climate and universe applications are shared between multiple organisms and must be found through metadata describing ontologies, access rights, access protocols own by each organism

· etc.

2. Goals

Les objectifs de ce projet multidisciplinaire sont 
· L’interaction entre d’une part certains des travaux de recherche en informatique fondamentale dans le domaine de l’accès aux données et d’autre part les disciplines scientifiques utilisatrices de la grille. Cette interaction vise : 

· Transfert de compétences en fournissant les fonctionnalités avancées qui permettront de passer à l’échelle de la grille les modes de travail des disciplines.

· La possibilité d’expérimentations et de déploiements à vraiment très grande échelle des travaux de recherche en informatique, sur la base d’une grille de production. 

· Contribute to an experimental theory of grids systems through the initiation of a grid observatory. Models inspired by extensive observations should provide rationales for engineering design and choices, which are based currently on educated intuition, and should also be subject to elaboration and even refutation with the improvement of acquisition methods.

3. Methods

1. Real scale: application data & production grid - consequences

· EGEE 

· A significant part of the deliverables are assessment reports

2. Focus on some issues where

· The data access component is dominating

· The solutions which will be designed are amenable to experimentations at the real scale

· Impact on the applications or the EGEE middleware is possible

3. Une démarche simultanée centre d’expertise (pour les utilisateurs) et recherche fondamentale.

4. Contexts

<à completer CS labs>
Section Project Description

5. Addressed issues

5.1. Modelling very large systems 

.The complex system constituted by the grid itself on one hand, and the complex systems explored by the applications on the other hand, exhibit similar characteristics and comparable structures. 

These systems first share the volume of information to analyze. The volume of data for EGEE applications is well known. The volume of information generated by the grid itself is also very large: one month very summary data about jobs (logging & bookkeeping system) is 1GB. 

The second characteristic is that there is no unique exact interpretation that could be used as a reference to calibrate the analysis methods and data mining algorithms. Thus, the issue is first to define the search space (classes of interpretation, selection of models), the criteria of interest (what is a meaningful interpretation). The second is to define a relevant interaction mode: the question is the tradeoff between the time required to propose solution and the quality of the solution, which allows for a feasible dialogue between the expert and the system; the relevant technical context is the one of anytime algorithms.

MAGIE is thus highly innovative in that the modelling functionalities to realize could and shoul be equally relevant for the grid users (applications) and the grid administrators and even developpers. Related WP: Grid Observatory, Scientific Data Mining

Related applications: HEP, earth science, Astrophysics

5.2.  Workflows and scientific computing

Workflow management systems (WMS) have a well established popularity as support tools for business processes. Software tools to generate workflow process definitions from business models exist. The migration between the simple sequential model implemented in batch computing and a broader model encompassing complex workflows scheduling and data dependencies is required in many application areas. 

Workflows are currently being studied in three different communities that have identified the need for dealing with complex data flows and chains of processings. It is striking that this same thematic is addressed under different names depending on the community: workflows in the industry or the parallel and distributed systems community, dataflows in the community of semantic mediation, and massively parallel problems in the community of grid users. The different phrasings should not hide a unique need: to efficiently schedule and process a set of dependent processes with temporal and data dependencies.

Recent research efforts aim at integrating access control mechanisms into those tools. Access control is of major importance for such environments, especially if a shared resource is used both in the grid and for internal purposes of the organization. 

Related WP: Enabling data-intensive workflows, Security

Related applications: Earth science, Bioinformatics

5.3. Security and privacy

In the recent years, much works have been done on the basic tools for security in computational grids, with two main contributions: authentication (so that users can be recognized across institutional boundaries in virtual organizations), and transport security (so that data can be transmitted from one site to another without being disclosed). Authorization is most of the time based on authentication and mapping between global identities and local rights in the distributed system. In EGEE, for instance, VOMS (Virtual Organization Management System) gives attributes to users, these attributes being used to allow or deny access to resources. We believe that this approach does not cover completely the needs of some user communities. Medical applications for instance needs more fine grain access control than what is included (or will be in the near future) in EGEE middleware; in some extreme cases, raw data simply cannot be published, and the challenge is to define the meaningful attributes and the appropriate associated operators. 

Related WP: Security, Scientific Data Mining

Related applications: earth science, Bioinformatics
5.4. Data Sharing and Integration

The recent emerging Grid computing raises many challenges in the domain of performance analysis analysis. One of these challenges is how to understand and utilize performance data where the data is diversely collected and no central component manages and provides semantics of the data.

The goal of a Data Integration system is to provide a uniform access to a set of heterogeneous data sources, freeing the user from the knowledge about the data sources themselves. The problem of designing effective data integration systems has been addressed by several research and development projects in the last years. Most of the data integration systems described in the literature (see, e.g., [3, 5, 8, 7, 4, 2, 1]), are based on a unified view of data, called mediated or global schema, and on a software module, called mediator that collects and combines data extracted from the sources, according to the structure of the mediated schema. A crucial aspect in the design and the realization of mediators is the specification of the relation between the sources and the mediated schema. Two basic approaches have been proposed in the literature [6]. The first approach, called global-as-view (or simply GAV), focuses on the elements of the mediated schema, and associates to each of them a view over the sources. On the contrary, in the second approach, called local-as-view (or simply LAV), the focus is on the sources, in the sense that a view over the global schema is associated to each of them. Indeed, most data integration systems adopt the GAV approach. 

Existing approaches on performance data sharing and tools integration which mostly focus on building wrapper libraries for directly converting data between different formats, making data available in relational database with specific data schema, or exporting data into XML, have several limitations. For example, building a wrapper requires high cost of implementation and maintenance; wrappers convert data between representations but not always between semantics. Although XML and XML schemas are sufficient for exchanging data between parties that have agreed in advance on definitions, their use and meaning, they mostly are suitable for one-to-one communication and impose no semantic constraints on the meaning of the data. Everyone can create his own XML vocabularies with his own definitions for describing his data. However, such vocabularies and definitions are not sharable and do not establish a common understanding about the data, thus preventing semantic interoperability between various parties which is an important issue that Grid monitoring and measurement tools have to support. Utilizing relational databases to store performance data [9, 10] simplifies sharing of data. However, data models represented in relational database are still very tool-specific and inextensible. Notably, XML and relational database schemas do not explicitly express meanings of data they encode. Since all above-mentioned techniques do not provide enough capability to express the semantics of performance or application data and to support tools integration, they might not be applicable in Grids due to the autonomy and diversity of performance monitoring and measurement tools.

The Grid provides us with the ability to create a vastly different model of data integration allowing support for dynamic, late-binding access to distributed, heterogeneous data resources.

Related WP: 

Related applications: 

5.5. Efficient access to the data
Query optimization, in any type of database system is basically to determine, in a considered search space and for a given query, an execution plan close to optimum (or optimum). Optimality of the execution plan among the alternatives is predicted  through the estimations produced by the cost model which mostly combines the statistics on the base data and estimations on the runtime information into an overall metric. Availability of the dependable statistics and runtime information become critical issues since optimization is only as good as its cost estimates [Oza 05]. In this perspective, various solutions to the cost estimate problem have been proposed [Ada 96, Du 92, Gar 96, Zhu 03]. Whatever the solution of the cost model is, the statistics stored in the database catalog are subject to obsolescence notably, so, it is very difficult to estimate the processing and communication costs during the compile time in large-scale heterogeneous databases. Hence, in [Ive 04, Ham 02, Ham 04, Kab 98, Kha 00] centralized dynamic optimization methods are proposed in order to react to estimation errors (i.e. variation between the parameters estimated at compile-time and the parameters computed at run-time) and resources unavailability (i.e. data, CPU, memory, networks). In large-scale heterogeneous database, the centralization of dynamic optimization methods generates a bottleneck and produces a relatively significant message passing on the network and prevent the scalability. Therefore, we suggest to leaning on a programming model on base of mobile agents. This theme corresponds to that of the ACI “Masses de données 2004” Gene Medical GRID: architecture for the management and the analysis of gene-medical data on computing GRID  (http://liris.cnrs.fr/PROJETS/ggm)

Related WP: Query optimization

Related applications: earth science, bioinfoormatics

6. Project structure

<tableau à completer>

	WP 
	Leading partner
	SubTasks
	Participants

	Towards a grid observatory
	LRI
	Trace collection
	LRI, LAL, L2S

	
	
	Grid Models
	LRI, L2S

	Scientific Data Mining
	LRI
	Basic research
	LRI

	
	
	Centre of expertise
	LRI, L2S

	Grid-enabling scientific workflows
	I3S
	
	I3S, LIRIS

	Data Security
	LIRIS
	Access Control and Encryption
	LIRIS, APPLIS

	
	
	Workflow security
	LIRIS, I3S ?

	
	
	Privacy Protection
	LIRIS

	Data Sharing/Integration in grids
	LIRIS
	
	LIRIS

	Query Optimization
	IRIT
	
	LIRIS


7. Partners skills and involvement

<à completer: brève description des équipes et des projets>

7.1. LIRIS Laboratory

The LIRIS partner is an UMR CNRS (5205), composed of 90 permanent researchers. In the MAGIE proposal, 8 researchers will participate, from three different teams. These teams have a large number of projects funded by European, French and Regional organisms, and the participants are well-known in their communities. 

The "Distributed Information Systems" team is involved in Grid Computing since 2001, and focus its activities around Data Management in Grids and Large Scale Distributed Systems. The team participates in the JRA3 activity in the EGEE project related to Security. The group have been funded by the French Ministry for Research for its activity in Grid related area, and more specifically in projects involving Data Management in Grids : ACI Grid Medigrid, ACI Grid Darts, ACI Grid DataGraal, ACI MD GGM. At a regional level, the Rhole Alpes region funded the RagTime project leaded by LIRIS lab. Two permanent researchers (L. Brunie and J-M Pierson) and five PhD students are involved in these activities so far and will participate in the MAGIE project.

The Database, Knowledge Representation and Reasoning group (http://www710.univ-lyon1.fr/~dbkrr) is allso involved in this project. The research of this group deals with (1) the theoretical exploration, (2) the practical implementation, and (3) the convenient utilization, of formalisms and inference techniques capable of improving the level of abstraction, productivity, and reliability in designing advanced information systems. The group is concerned with the integration of knowledge representation formalisms and reasoning techniques for novel applications. The group is currently working on two related projects (ACI Masses de Données “Web Semantique (SemWeb)”, http://www710.univ-lyon1.fr/~semweb/) and the European Project TARCHNA (Towards ARCHaeological Heritage New Accessibility, http://www.tarchna.org/home.htm).
8. Detailed organisation

8.1. WP 1. Vers un observatoire de grille 

WP1.1 Monitoring et recueil de traces 

L’objectif final de cette activité est le déploiement d’une base de traces de fonctionnement de la grille basée sur l’enregistrement des évènements d’EGEE,  accessible à la communauté (par exemple à travers un portail) et interopérable avec d’une part les environnements de monitoring et d'affichage de métriques tels que MapCenter ou autres spécifiques à certains middlewares, d’émulation/simulation classiques (par exemple les outils apparentés à Ganglia, comme gangSim), d'extraction d'information sur le suivi de consommation de ressources indépendamment des variations de charge (UR), d’autre part les outils nouveaux développés dans Grid’5000 si une collaboration peut s’établir. Cette base visera à la fois à fournir des données brutes correspondant aux problématiques classiques, en particulier celles liées à la localisation de données (placement, réplication, localité, transferts), d’autre part des interfaces vers des outils d’analyse statistique et de fouille de données. 

En l’état actuel de la collaboration, les objectifs viseront en priorité le couplage entre localisation des données et du calcul, et le tracking de l’exécution des workflows complexes. 

Par rapport à ces questions, il est souhaitable d’explorer de façon approfondie dans quelle mesure les systèmes d’information déjà existants peuvent ou non répondre à ces demandes nouvelles. Il est à noter que la plupart des outils aujourd'hui disponibles sont aujourd'hui à la limite de l'utilisabilité sur EGEE, de par sa taille en nombre de ressources à monitorer et les volumes traités. Un autre  point difficile est la réalisation de plans d'expérience et de vues associées à ces demandes, les systèmes existants étant organisés en vue de l’opérationnel. 

Ceci pourrait contribuer à identifier d’éventuels points bloquants en particulier au niveau des requêtes à grain fin. Ces demandes en provenance de la communauté informatique constitueraient de nouveaux « use cases », à la fois pour le WP XXXX et pour le projet EGEE, et pourraient ainsi influer sur les développements futurs. L’architecture R-GMA (Relational Grid Monitoring Architecture) de EGEE est organisée pour permettre le déploiement de systèmes d’information nouveaux. 

Mais R-GMA n'est qu'un outil de collationnement. Il convient d'améliorer la qualité des informations prélevées en amont, d'insérer de nouveaux points de mesure notamment en ce qui concerne l'accès et la distribution des données, tout en veillant à leur traitement en temps réel et en background dans des temps compatibles avec les besoins malgré les volumes engendrés à partir de chaque point de mesure. 

Grâce à cette instrumentation, des 'data challenges', c'est à dire des plans d'expérience basés sur des benchmarks orientés vers le traitement de données massives, seront organisés sur la grille EGEE, afin d'observer les apports des équipes du projet sur une très vaste échelle. Les résultats pourront alors être comparés à ceux obtenus dans d'autres environnements, plus dédiés à l'expérimentation et permettant entre autres des modifications au niveau du middleware.

Cette activité recherchera une collaboration forte avec le NoE CoreGrid, en particulier son Institute on Grid Information and Monitoring Services. 

WP1.2. Fouille des données de la grille 

L’objectif de cette activité est de contribuer à la modélisation du comportement de la grille par l’analyse des données rassemblées par l’observatoire. La complexité des composants individuels de la grille, de leurs interactions, et la structure fondamentalement décentralisée de l’utilisation de la grille, rendent réalistes l’application d’un modèle de modélisation/optimisation de fonctionnement par découverte de connaissances et expérimentation. 

Le développement de ces méthodes nouvelles d’analyse des données demande un dialogue pluridisciplinaire approfondi, qui intégrera   : 

· du côté de la compétence fouilles de données, un noyau théorique et algorithmique commun avec des applications présentées ailleurs, au confluent de l'apprentissage statistique, de la fouille de données et de l'optimisation non-linéaire et/ou stochastique. Ces approche sont décrites plus en détail dans le WPxxx.

· du côté d’EGEE, d’une part l’expertise en acquisition et gestion de grandes masses de données, qui est un acquis collectif; d’autre part, la compréhension de la complexité des questions opérationnelles, qui sont essentielles pour une réalisation efficace.

8.2. WP 2. Fouille de données scientifiques

.

28.1. Basic research

In collaboration with the Network of Excellence (NoE) PASCAL, this task will explore the impacts of the computation and storage model proposed by the grid on statistical inference and data mining, when considering a) the scaling properties of the classical algorithms 2) the new opportunities offered by computational and storage power at unprecedented scale. Advances at the fundamental level will be sought in the following areas:

· Confronting the existing non-asymptotic statistical bounds, which are generally considered as over-conservatives, and the asymptotic ones, which are generally considered as optimistic, with the empirical convergence on very large datsets.

· The parametrization of existing algorithms as a function of the order parameters of the considered problems, such as the volume and data distribution on one hand, and the sensibility and specificity criteria on the other hand ; the goal is to select the best algorithms for a given region in the parameter space.

· The theoretical study of the benefits of large scale distribution for statistical inference and data mining methods: improved bounds might appear when taking into account the pattern of data distribution. Relaxing synchronicity constraints or formalizing known methods 
· L'étude théorique de l'apport des portages de méthodes sur des architectures très distribuées, prenant éventuellement en compte le type de distribution des données pour proposer des bornes affinées.

· Les problèmes nouveaux en représentation des données introduits par les contraintes de privacy qui peuvent être associées au traitement sur grille.

This activity will have a concrete implementation, through the specification of “data challenges” for the PASCAL NoE; a data challenge is an analysis challenge for which a dataset is provided to the competitors. The same concept is proposed for the first time at SC (Supercomputing) 2005; the experience with the PASCAL data challenges will be exploited to apply to SC analysis challenge.

28.2. The Expertise Centre

Au delà des algorithmes répondant aux problématiques déjà identifiées par les partenaires, qui seront détaillées ci-dessous, le projet MAGIE cherchera à mettre à la disposition de la communauté des utilisateurs un Centre d'Expertise, en s'inspirant d'initiatives comparables au niveau européen.

Ce Centre d'Expertise aura pour fonction de diriger efficacement les utilisateurs vers les experts et les approches les plus appropriées du domaine de l'apprentissage statistique et de la fouille de données. Il favorisera également la veille et la réactivité scientifique, en facilitant la détection des grandes tendances et les évolutions des applications considérées. 

Plus spécifiquement, les méthodes considérées sont les suivantes.

· Recherche de motifs spatio-temporels 

Le but est de passer d'une représentation brute des données à des représentations concises et interprétables : identification de motifs pertinents, par exemple stables selon une dimension temporelle et une dimension spatiale (objectifs antagonistes) ; identification de scénarios et de succession de motifs ; catégorisation et affichage des scénarios typiques. 

Un premier objectif fondamental concerne la mise au point d'approches et d'algorithmes flexibles, adaptés aux types de critères explicites disponibles (critères monotones, volume de solutions attendues) et leur localité (zones actives, zones de rupture de la corrélation). 

Un aspect essentiel est celui du compromis entre la qualité et la complétude des solutions, et les ressources en temps de calcul (algorithmes any-time). Un second point concerne la prise en compte de l'objectif généralement multi-critères de l'utilisateur : les critères intéressants (e.g. généralité vs précision) sont antagonistes, et le compromis souhaité entre ces objectifs peut évoluer. 

· Complexité stochastique et transition de phase 

La modélisation théorique des grands systèmes s'inspirera des approches de complexité stochastique connues sous le nom de transition de phase : identification des paramètres d'ordre (taille du problème, type et structure du graphe d'interactions des composants) ; Modélisation de sous-systèmes partiels et/ou correspondant à une région particulière des paramètres d'ordre ; évaluation de l'hétérogénéité des sous-systèmes et de la confiance des modèles ; recherche de phénomènes de transition de phase, localisant les limites des modes de fonctionnement du système. 

· Nonlinear blackbox or grey-box modelling 

When detailed knowledge-based models are not available, or when simulating them turns out to be too costly, one may try to develop simple nonlinear models of the input-output behavior of systems. Such models are often called black-box models, to stress that they tell nothing about what takes place inside the systems modeled. Once built, black-box models may be used to optimize behaviors while taking into account some requirements on the robustness of the solutions to be obtained. An especially important issue is thus the development of methods making it possible to build simple yet efficient models from as few experiments as possible. The passion for neural networks in this context seems to decrease to the benefit of scientifically more ambitious methods such as Support Vector Machines or more generally reproducing-kernel methods. Kriging provides a probabilistic framework well suited to addressing such crucial problems for kernel methods as the choice of a kernel structure, the estimation of the parameters of this structure and the characterization of the uncertainty on the predictions provided by the model. Recent methodological results obtained at the Laboratoire des Signaux et Systèmes on multivariable problems (i.e., problems where several outputs depend on several factors) are promising and should be put to work. The same holds true for our results on how to take into account prior in formation to get grey-box models from which better performances can be expected than with purely black-box models. Among other things, our participation to this project will allow us to consider the black- or grey-box modeling of the complex system consisting of a grid of computers from the observation of its behavior.  

A prospective reflexion will also be conducted on the structured metadata describing the scientific process itself. Il nous paraît absolument nécessaire d'anticiper la montée, en complexité et non pas seulement en volume, des données pertinentes dans la masse d'expériences que produira ou traitera une grille. Les annotations des données (calibration, modes de production, environnement logiciel) sont effectuées le plus naturellement sous forme textuelle, quel que soit leur mode de conservation ultérieur. L'utilisation de telles annotations contrôle largement la possibilité de partager les données pour certaines applications (imagerie médicale), et leur réutilisabilité à long terme dans tous les cas. Un axe de prospective concernera donc la jonction avec les standards de fait des données structurée (XML).  

8.3. Work Package DS : Data Security 
This Work Package is split in three parts : DS1 mainly focus on the implementation of access control mechanisms in a real production grid, while DS2 focus on research work in the workflow security. The interest of DS3 is to take into account privacy protection mechanisms for data integration and sharing. 

38.1. WP DS1 : From a tool Grid to a production Grid: Access Control and Encryption in the real world

The most important challenge is that on demand of the middleware data on a Grid may be copied outside the home domain of their owner in order to be stored close to some distant computing resource. To respond to these challenges we propose an access control system that is decentralized and where the owners of some data are in control of the permissions concerning their data. Furthermore, we argue that the access control system must support a delegation of rights that is effective immediately. Grid users also need delegation mechanisms to give rights to processes, that act on their behalf. As these processes may spawn sub processes, multi-step delegation must be possible.

In addition to these usability requirements, the transparent storage and replication mechanisms of Grids make it necessary to implement additional protection mechanisms for confidential data. Access control can be circumvented by attackers having access to the physical storage medium. We therefore need encrypted storage mechanisms to enhance the protection of data stored on a Grid.

We propose in this work package to study two aspects : the access control on one side, and data encryption on the other side. We also want to offer something integrated, with the two aspects interconnected.

In the last year, an implementation on a tool grid of Sygn, a distributed access control, and Cryptstore, a distributed encrypted data storage have been demonstrated on a tool grid (µGrid), at the LIRIS laboratory. The behavior of the algorithms has not been tested against a large number of users nor on a high number of storage resources : The scalability is then more theoretical than practical, and thus feedback from real users has not been collected. 

Integration of this work in a production Grid such as EGEE is of potential high value for the user communities. Unfortunately, these developments have not been included yet in the middleware. Nevertheless, the LIRIS researchers involved in Sygn and Cryptstore already participate (on a voluntary basis) in the EGEE JRA3 (Security part of the EGEE middleware). This group has adopted the principle of Cryptstore, and will implement a slightly different approach in the EGEE middleware. The principle of Sygn is very different from the VOMS approach, but we think that we can have VOMS as a high level management system for fine grain access control of Sygn (Sygn certificates might be considered as attributes of VOMS). 

As a conclusion of this sub work package WP DS1, we believe that : The integration of high level data security is mandatory. The existing tools in the production Grids are not sufficient. Our proposal is clearly feasible in a production grid such as EGEE.

This WP will have some links with the applications and the final users of the production grid. 

38.2. WP DS2 : Workflow Security

In this WP, we propose to investigate access control for workflow management systems (WMS) in computational environments. In order to make grids an option for wider use, grid resources need to support WMS. Some applications (biomedical, business world) requires confidentiality of certain data, the possibility of accounting for the use of shared resources and control over how and when resources are used. This makes it necessary to integrate access control mechanisms into a business oriented Grid-WMS. The complexity of such an approach is due to the cooperative and decentralized nature of a Grid, which makes it necessary to combine policies from different possibly overlapping, domains in order to arbitrate a multitude of interests and reach unified access control decisions. 

The problem of integrating access control mechanisms in a WMS on a Grid raises a considerable number of interesting scientific and technological, but also social issues.

A number of those challenges come from the Grid environment, with its dynamic sets of available resources and/or user community constitution. The cross-organizational structure of a Grid makes it necessary to combine different domains to reach access control decisions. 

The workflow management environment is responsible for different challenges, such as the need to base access control decisions on contextual information (e.g. time, current task in the workflow, previous accomplishment of other workflow tasks). Dynamic access constraints need to be enforced (e.g. a person that has created an order may not be the person that approves this order). As workflows involve detailed task descriptions with fine grain resources involved in every step, the access control system must be able to control these resources at the same fine grain level. For example in a health-care scenario when a medical doctor accesses a patient's file, he may only be allowed to work on the parts dealing with his domain and not on other parts of the same file.

Grid access control and workflow access control each for themselves are current areas of scientific interest. Our novel contribution will be to solve the challenges arising from the combination of both. The first challenge is to enforce cross-organizational security policies in a heterogeneous, dynamic resource sharing environment. The second challenge is the dependence of access control on contextual information, taking into account dynamic constraints and the ability of fine grained control. Further challenges may arise during the requirements studies in the first phases of the project. 

At an international scale, we will cooperate with the KTH at Stockolm on this theme, with who we have already a collaboration (one LIRIS PhD will be in PostDoc there next year – beginning in september 2005). 

This sub work package WP DS2 is clearly more exploratory than the first one, and will need more investigation. It will be done in strong cooperation with the applications who will detail first their typical workflows, and their modeling.

They will be strong links with the WP entitled "Enabling data-intensive workflows".

38.3. WP DS3 : Privacy-Preserving Data Integration and Sharing

Data integration and sharing have been a long standing challenge for the database community. The six white papers on future research directions published by the database community from 1989-2003 acknowledged the growing need for integrating and sharing data from multiple sources. This need has become critical in numerous contexts, including integrating data on the Web and at enterprises, building e-commerce market places, sharing data for scientific research, data exchange at government agencies and monitoring health crises. Unfortunately, data integration and sharing are hampered by legitimate and widespread privacy concerns. Companies could exchange information to boost productivity gains, but are prevented by fear of being exploited by competitors or antitrust concerns. Sharing healthcare data could improve scientific research, but the cost of obtaining consent to use individually identifiable information can be prohibitive. Sharing healthcare and consumer data enables early detection of disease outbreak, but without provable privacy protection it is difficult to extend these surveillance measures nationally or internationally. The continued exponential growth of distributed data in all aspects of our life could further fuel data integration and sharing applications, but may also be stymied by a privacy backlash. It has become critical to develop techniques to enable the integration and sharing of data without losing privacy.

This project brings an integrated research plan to the above problem. We want to achieve the widespread integration and sharing of data, especially in domains of priorities, while allowing the end users to easily and effectively control their privacy. Toward this end, our research goal is to develop a comprehensive framework that handles the fundamental problems underlying privacy-preserving data integration and sharing, then apply and evaluate the above framework in our application domains. It is important to emphasize at the outset that our research is related to, but significantly different from, research on privacy-preserving data mining. Privacy-preserving data mining deals with gaining knowledge after integration problems are solved. We will develop a framework and methods for performing such integration, as well as understanding and managing privacy for a wider range of types of information sharing. The challenge here is how can we develop a privacy framework for data integration that is flexible and clear to the end users? This demands understandable and provably consistent definitions for building a privacy policy, as well as standards and mechanisms for enforcement.

This WP will have strong links with the "Data Sharing/Integration in Grids" WP. 
8.4. WP W Enabling data-intensive workflows 

Workflow Management Systems have been developed in various environments for applications with a need for assembling a significant number of dependent tasks together. Less frequently, WMS have addressed problems arising with compute intensive and/or data intensive tasks which lead to a distribution of the computations and the control of the resulting data flows. In a wide scale environment, the problem of the heterogeneity of the various algorithms composing each tasks and the accepted data formats is an additional problem. Enabling workflows on grids thus raise both problems: (1) optimal execution of such a workflow taking into account the data to manipulate, and (2) interaction of software components involved in the workflow realization.

48.1. Workflows management

Workflows scheduling has been a very active research topic among the parallel systems and distributed computing community. The solutions developed need to be adapted and integrated on a grid due to the different hypothesis verified on a grid infrastructure. The problem is to migrate from a fine grain programming model considering data/instructions/tasks, to a large grain batch production model considering files/services/jobs.

In the applications targeted by grids, the workflow manager needs to take into account the data processed and produced as:

1. There is often a stronger potential in data parallelism than in control parallelism;

2. The applications are data intensive and data transfers between remote nodes are costly.

The mapping of the workflows on the available resources can therefore not been achieve statically taking into account the workflow topology alone. It rather needs to take into account the data to be processed dynamically, at each new execution ordered. The balance between data transfer and computing time needs to be accurately evaluated in order to propose an efficient mapping. The grid monitoring activity (execution and data transfer logging) will help in this respect to get an overview of the grid data exchange capabilities at a given time, and to estimate the computing time from prior executions, without human knowledge. Given the volatile nature of grid resources, the mapping of the workflow on the grid resources also need to take into account the current status of the grid at the submission time. This problem is difficult due to the impossibility to get the whole status of the grid resources at a determined time: again, the monitoring will help in providing an information on the grid resources as accurate as possible.

48.2. Assembling workflows

The Web Services standard is emerging today as the basis of the future standard for describing access to grid services. Originally developed for non-scientific applications, Web Services are simple and poorly designed for dealing with complex workflows and manipulating large data sets. Individual components of a workflow are insufficiently specified in this model that will need to evolve to match the scientific application needs. It should provide efficient computation tasks submission and integrate the call to complex computing tasks with strong code coupling and high performance computing needs due to their high granularity level. The data exchanges need to be minimized as well.

8.5. WP Data Sharing/Integration in Grids

The Grid provides us with the ability to create a new model of data integration allowing support for dynamic, late-binding access to distributed, heterogeneous data resources. However the opportunities to exploit these new methods of data integration also produce many issues and open questions. One such an issue is the inability to ensure interconnection semantics. Interconnection semantics is the study of the semantics in the interconnection environment for supporting flexible access by meaningfully interconnecting resources in semantic spaces. Interconnection semantics concerns:

· Single Semantic Image: mapping sources into a single common semantic space to enable resource utilization to be independent from their type and location.

· Transformation and Consistency between semantic spaces: classification semantics, layout semantics, logical semantics, and concurrent semantics.

· Realize semantic-based storage and retrieval in scalable large scale-network environment.

This project will develop the technology needed to semantically access large scale distributed databases. While the emphasize will be on general techniques for data sharing, the project will work in the context of diverse but particularly relevant problem domains, including earth science, astrophysics, biomedical and particle physics. Involvement of domain experts from these fields in developing and testing the techniques will ensure impact on areas of international importance.  

To address the above problems, we will develop solutions to the following fundamental problems:

Schema matching: To share data, sources must first establish semantic correspondances between schemas. How can we develop semantic-based schema matching solution? Making semantics (i.e. metadata and ontologies) explicit can happen in many ways, depending largely on content types and usage environments. 

Querying Across Sources: Once semantic correspondances have been established, we can start querying across the sources. How do we query the sources such that all the relevant results are disclosed? 

Object Matching and Consolidation: Data received from multiple sources may contain duplicates that need to be removed. In many cases it is important to be able to consolidate information about entities (e.g., to construct more comprehensive sets of scientific data). How can we match entities and consolidate information about them across sources?

8.6. WP 4. Query optimization

In heterogeneous databases distributed on a grid, the proposed optimization methods strongly reveal their limits. Indeed, the performance of an execution plan generated by a traditional optimizer can be totally inefficient for three main reasons: i) the centralization of the decisions taken by the optimizer, ii) the inaccuracy of estimates, iii) and the resource unavailability. 

The centralization of the optimization methods generates a bottleneck and produces a relatively heavy message passing which can lower performance and prevent the scalability. It becomes thus convenient to make autonomous and auto-adaptable execution of the queries on a GRID.

The problems of optimization due to the inaccuracies of the estimations and to the unavailability of data were extensively and widely studied in a parallel and distributed environment by considering only the models of classical distributed execution such as message passing, the remote procedure call or the remote object invocation. An alternative [Arc 04] consists in making autonomous and auto-adaptable the execution of the queries to limit the communications on the network (i.e. replace remote interactions by local interactions). In this perspective, a new investigated approach consists in leaning on the programming model of mobile agents. The fundamental difference with the classical migration process is mainly the initiator of the migration. While process migration is triggered by a runtime manager, mobility is decided autonomously –proactively- by the agent themselves. Furthermore, the mobile agent-based platforms offer only mechanisms for agent mobility but no policies. It is for this reason that we wish to design and to develop an execution model based on mobile agents and a proactive migration policy.
9. Expected results and workplan

9.1. Expected results

I. L’intégration des résultats des WP (workflow et tout ce qui est relatif à l’accès aux données)  dans un démonstrateur et le déploiement d’applications.

Conformément à sa définition comme multi-thématique, MAGIE vise à la fois des résultats de recherche en informatique et dans les applications. Pour que ces deux objectifs restent intégrés, les contraintes des deux domaines doivent être confrontées de façon précise sous forme de réalisations, sous deux formes : 
i. Le déploiement des services stables pour quelques applications participantes, à échelle de production. 
ii. L’intégration des services nouveaux dans un démonstrateur ; ce démonstrateur ciblera le passage à l’échelle des concepts développés dans toutes les tâches, sous des contraintes applicatives réelles ou simulées. 

The deployments are applications facilitated by the new functionalities, possibly application-specific; the demonstrator targets a proof of concept, focusing on the coherency of the proposed solutions under realistic constraints either real or simulated, with robustness requirements scaled down vs  the deployment item.
II. Contributions to a grid Observatory

iii. A database of traces of EGEE activity, focused on data access, medium grain (jobs, files) and user-related (location, VO) information. The scope of the monitoring activity, and thus the extent of the database, could be extended (eg towards network monitoring), depending on the collaborations that could be established in the course of the project with other projects, especially with Grid 5000 focused. 

iv. Synthetic characterization of grid activity through relevant parameters, eg intrinsic locality of references (spatial, temporal, as a relation graph and its projections along the spatial and temporal dimensions), 

v. Contributions to operational issues such as fault classification

III. Advances in <distributed data access> 

<à completer  par CS labs>

IV. Improved data analysis methods
Les résultats attendus sont :

vi. Experimental qualification of the research algorithms  over very large datasets.

vii. Contributions to the following issues

· Auger Observatory: identification of the primary particle

·  <à compléter par application labs>

V. Impacts 

9.2. Workplan

	
	T0-T0+6
	T0+6-T0+12
	T0+12-T0+24
	T0+24-T0+36

	WP1.1
	Initial experiments with R-GMA

Interaction with WP “semantic mediation”
	Monitoring software  design

Database schema 

Portal design
	Monitoring software  deployment 

Database population
	Database population 

Extensions

	WP1.2
	Interaction with WP1.1

Exploitation of existing databases: Fault classification
	Interaction with WP1.1

Exploitation of existing databases: user access patterns
	Locality analysis
	Grid models



	WP2 
	Interaction with applications

Interaction with WP “semantic mediation”
	Centre of expertise start-up

Specification of a NoE PASCAL data challenge 
	Centre of expertise production

Participation to SC analysis challenge
	Centre of expertise production

	WP W
	Collection of application needs regarding workflows.

Basic workflow engine enabling on the grid infrastructure (functionnality without performances).
	Wokflow to resources mapping taking into account the granularity of computations.

Enacting a workflow of web services on the grid infrastructure.
	Modification of the scheduling strategy to take into account the data.

Study of the data format problems and heterogeneous computing units.
	Integration of data sets and computations granularity into the worlkflow manager. 

Enactment of the fully gridified workflow manager with capability of reusing legacy code and optimizing computation time.

	WP DS1
	Study of EGEE middleware
	Integration of Access Control and Encryption in EGEE middleware
	
	

	WP DS2
	
	Study of first output of WP W
	Proposal for access control into workflow managers
	Integration of security in a workflow manager

	WP DS3 
	Identifyi existing technologies capable of solving key data integration and sharing problems in the absence of privacy constraints
	Determine privacy requirements inhibiting use of existing technologies
	Develop algorithms to prove the concept of privacy-preserving integration for specific known problems, establish basic framework for privacy-preserving data integration and sharing problems
	Develop general privacy-preserving techniques
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